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UH®OPMAIIMOHHAS MTAMSATKA

«MupopmMannonHas 0e30ACHOCTHY»

C KaxapIM TOJIOM MOJIOACKH B HWHTEPHETE
CTAaHOBHTBCSH Oonbime. Mexay TeM, ITOMHUMO
OTPOMHOTO KOJMYECTBA BO3MOXKHOCTEH, HHTEPHET
HECeT M MpoOJIeMbl. JTa MaMATKA JOJDKHA MOMOYb
0€e30macHO HaXOAUTLCS B CETH.

KoMmnbroTepHbie BUPYCHI

KomnbroTepHblii BHPYC - 93TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTpaMM,
OTJIUYUTENIBHON OCOOCHHOCTHIO KOTOPOM SABIISETCS CIOCOOHOCTh K pa3MHOXKEHHIO. B
JIOTIOJTHEHHE K TOMY, BUPYCHI MOTYT IMOBPEIUTHh WJIM TOJHOCTHIO YHUYTOXHUTH BCE
daiinel U JaHHBIE, TOJKOHTPOJBHBIC IOJL30BATENI0, OT WMEHH KOTOpPOTro Oblia
3amyleHa 3apa)KeHHas TMporpaMMa, a TakKe MOBPEAUTh WM JaXe YHHUYTOXKUTH
ONEepallMOHHYI0 CHUCTEMY cO BcemHu (aitiamu B 1enom. B OonbpmIMHCTBE ciydaeB
pPacIpoOCTPaHSIIOTCS BUPYCHI Yepe3 UHTEPHET.

MGTO,IILI 3alIHUTBhI OT BPCAOHOCHBIX ITPOrpaMM:

1. I/ICHOHLSYﬁ COBPCMCHHBIC OIICPAIIMOHHBIC CUCTCMBI, HMCIOIIUC CGpBGSHBIﬁ
YPOBCHBD 3alIUTHI OT BPpCAOHOCHLIX IIPOTIpaMM;

2. TlocrosHHO ycTaHaBimuBaid mauyTd (IUGpPOBBIE  3aIUIaTKH, KOTOPHIC
ABTOMAaTHYECKH YCTAHABIMBAIOTCA C IIEJbIO JIOPAaOOTKHM TpOrpaMMbl) U JApyTrue
OOHOBIICHHS CBOEH omepalinoHHON cucteMbl. CkauMBail MX TOJBKO C O(PHUIIMATBLHOTO
caiita paspadorunka OC. Ecnu cymiecTByeT peKUM aBTOMATHUYECKOTrO OOHOBIICHUS,
BKJIIOYH €IO;

3. Pabotaii Ha cBoeM KOMIIBIOTEpE TIOJ TMpaBaMU IIOJIb30BATeNsd, a He
aAMUHUCTpATOpa. OTO HE TO3BOJHUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPaMM
MHCTAJUIMPOBATHCS] HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonp3yd  aHTHBHPYCHBIE  INPOTPAMMHBIE  MPOAYKTHl  M3BECTHBIX
MIPOU3BOJIUTENEH, C aBTOMATHUECKUM OOHOBJIICHUEM 0a3;

5. Orpannyb (HU3NYECKUI AOCTYI K KOMIIBIOTEPY JIJIs1 MIOCTOPOHHUX JIUILL;

6. Vcnones3yii BHENIHWE HOCUTENM WHGOpPMAINHU, Takue Kak (renrka, MUCK WU
(aiin u3 UHTepHETa, TOJIBKO U3 TPOBEPEHHBIX HCTOUYHUKOB;

7. He oTKpbpiBali KOMIbBIOTEpHBbIC (hailsibl, MOTYYEHHbIE W3 HEHAJIECKHBIX
UCTOYHUKOB. Jlaxke Te (pailibl, KOTOpbIE MpPHUCIA TBOW 3HAKOMbIN. Jlydile yTouHU y
HEro, OTIIPABIISLI JIU OH TeOe HX.
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Cerun WI-FI

Wi-Fi - 310 He B Tepeiauu JaHHBIX, HE TEXHOJIOTHS, @ BCET0 JIUIIIb OpeH I, MapKa.
Eme B 1991 rony Huaepnanackas kommnanusi 3apeructpuponana openn "WECA", uto
o0o3Hayano cnoBocoyetanue "Wireless Fidelity", koropeiii mnepeBoauTcs Kak
"OGecrpoBOIHAS TOYHOCTH .

Jlo Hamiero BpeMeHH Jaouuia Apyras abOpeBuaTypa, KoTopas sIBISETCS TaKOU ke
TexHosioruen. Ito abopeBuarypa "Wi-Fi". Takoe Ha3BaHUE OBLUIO TaHO C HAMEKOM Ha
cTaHjapT BbIciied 3BykoBoW TexHuku Hi-Fi, yto B mepeBoje o3HadaeT "BbICOKas
TOYHOCTB'".

Jla, OecraTHBI MHTEPHET-IOCTYN B Kade, OTeNsIX W a’poroprax sBISETCS
OTJIMYHOW BO3MOXXHOCTBIO BBIXOJIa B MHTEpPHET. HO MHOTHE DKCIIEPTHI CUUTAIOT, YTO
obmenoctynasie Wi-Fi ceTu He sBsitoTcst 6€30MaCHBIMU.

CoBeThbl 110 0€30MacHOCTH pabOThI B 00IIEAOCTYHBIX ceTsiX Wi-fi:

1. He nepenaBaii cBoro muuHyr nHGoOpMaluo uepes oouienoctymnasie Wi-Fi cetn.
PaboTast B HUX, *KeJIaTeIbHO HE BBOJUTD MAPOJIU JOCTYIIA, IOTUHBI M KAKHE-TO HOMEPA;

2. Ucnonb3yii 1 0OHOBIISII aHTUBUPYCHBIE TPOrPaMMBbI U OpaHaMayep. TeM cambiM
Thl 00€301acuIllb ce0s OT 3aKaYKU BUPYCa HA TBOE YCTPOUCTBO;

npuntepam". JlaHHas QYHKIUS 3aKpbiTa IO YMOJYAHHIO, OJIHAKO HEKOTOPbIE
M0JIb30BaTENM aKTUBUPYIOT €€ JUIsl y100CTBa UCTIOIb30BaHUS B paboTe Uiu yueoe;

4. He ucnonw3yit nmyonuunsiii WI-FI anis nepenaun MUyHBIX JaHHBIX, HATPUMED
JUIs1 BBIXOJIA B COLMAJIBHBIE CETU WIIU B 3JIEKTPOHHYIO MOUTY;

5. Ucnonw3yit Tonbko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ne HTTP, T.e.
pu Habope BeO-aapeca BBoau uMeHHO "https://";

6. B moOuwnpHOM Tenedone orkmounm ¢yaknuio "llogkmouerne k  Wi-Fi
apromarnuecku". He nomyckail aBTOMaTHY€CKOro MOJKIIOYEHHUS YCTPOIMCTBA K CETIM
Wi-Fi 6e3 TBOCTO cornacusi.

CounanbHble ceTH

CouuanbHble CETH aKTUBHO BXOJSAT B Hallly
’KU3Hb, MHOTHE JIIOAM PabOTAlOT M KUBYT Tam
nocTosiHHO, a B Facebook yxke 3apeructpupoBaH
MUJUTHAP/] YEJIOBEK, YTO ABJISIETCA OJHON CebMOM
BCEX )KUTEJIEH IJIaHEeThl. MHOTHE MTOJIB30BATEIN HE
MMOHUMAIOT, YTO MHQOpMAIIUs, pa3MelleHHass MU
B COIIMAJBHBIX CETAX, MOXKET OBITh HaiijieHa U
UCIIOJb30BaHA KEM YroJIHO, B TOM YHCJE HE
00s13aTeNIbHO ¢ OJIarMMU HaMEpPEHUSIMHU.
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OcHogHble cogembl o 6e30naAcHOCHU 8 CoUUAaIbHbIX cemAax.

1. Orpannub cnucok apy3eid. Y TeOs B Apy3bsiX HE JOHKHO OBITh CIIYYalHBIX U
HE3HAKOMBIX JIFOACH;

2. 3amumiail CBOIO YacTHYIO ®u3Hb. He yka3biBaii maponu, TenedoHsl, aapeca, 1aTy
TBOETO POXKIEHUS W JPYryl0 JHYHYIO HHPOPMALUIO. 3JOYMBIIUIEHHUKH MOTYT
UCIIOJIb30BaTh Jake MH(GOPMAIMI0 O TOM, KaK Thl MU TBOU POJMUTENHU IUJIAaHUpPYETE
ITPOBECTH KaHUKYJIbI;

3. 3amuiaii cBOr0 penyTaluio - Iep>KH €€ B YUCTOTE U 3a/1aBail cebe BOmpoc: XoTes
OBl ThI, YTOOBI JIpyTHe MOJIL30BATEIM BUEIH, YTO Thl 3arpyxaemib? [logymai, npexie
9YeM YTO-TO OMyOJMKOBATh, HAMMKCATh U 3arPy3UTh;

4. Ecnu Tl TOBOpHUIIL C JIIOJAbMH, KOTOPBIX HE 3Hae€lllb, HE HUCHOJb3YH CBOE
peanbHOE UMS U IPYTYIO JINYHYI0 HHPOPMALIMK: UMSI, MECTO KUTEIbCTBA, MECTO yUeObl
U TIpoyee;

5. N3beraii pasmemenust ¢ororpaduit B MHTepHeTe, e Thl M300pakeH Ha
MECTHOCTH, 110 KOTOPOM MOKHO OIPEJICIUTh TBOE MECTOIOI0KEHHUE;

6. HpI/I perucrpanvu B COIIPIaJIBHOI;'I CCTH H€O6XO}II/IMO HCIIOJIB30BAaTh CJIOXKHBIC
ImapoJjn, COCTOAIMNC U3 6YKB )41 III/I(l)p N C KOJIMYCCTBOM 3HAKOB HC MCHCC 8;

7. I[JI}I COIlMAIbHOU CCTHU, IIOYTHI U APYTUX CalTOB HGO6XOI[I/IMO HCIIOJIB30BAaTh
Pa3HbIC ITAaPOJIN. Torz:a eciii Teos B3JIOMAIOT, TO 3JIOYMBIINIJICHHUKHN ITIOJYYAT HJOCTYII
TOJIBKO K OTHOMY MCCTY, 4 HC BO BCC Cpas3y.

JJIeKTPOHHBbIE IEHbI'U

DONEeKTpOHHBIE JIGHBI'W - 3TO OYEeHb YIOOHBIM CHOCOO IUIaTeXel, OJHAKO
CYIIECTBYIOT MOIICHHUKHU, KOTOPBIC XOTAT MOJYUUTh 3TH JCHBIH.

DONEeKTPOHHBIE JEHbIM MOSBWIHCH COBCEM HEIABHO M MMEHHO HM3-32 3TOTO BO
MHOTHUX F'OCYyAapCTBAX JI0 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (YHKIHMOHHPYIOT U O HUX YK€ MPOIHUCAHO B 3aKOHE, TJIe UX
pa3aeisioT Ha HECKOJIBKO BUJIOB - aHOHUMHbBIE U HE aHOHUMHBIE. Pa3HuIla B TOM, 4TO
QaHOHUMHBIE - 93TO T€, B KOTOPBIX pa3pemaercs IMPOBOAUTH oOlepanun 0e3
WISHTH(UKAIMU TI0Ih30BATENsl, & B HEAHOHWMHBIX HMJICHTHU(HUKAIUS TI0JIH30BATEIIS
SIBIISIETCST 00SA3aTEIIHLHOM.

Taxxe crmeayer pasnuyaTth OJCKTPOHHBIE  (UATHBIE  JEHBIH  (PaBHBI
rOCY/IapCTBEHHBIM BaJIOTaM) H JJICKTPOHHbIE HepUATHBIC JCHBIW (HE paBHBI
rOCYJJapCTBEHHBIM BATIOTaM ).

OcHoeHble cosembl no 0e30NaAcHOIl paﬁome C IJIEKMPOHHbIMU OCHb2AMU .

1. IlpuBsku K cuery MOOWIBHBIN TeneoH. DTO camblid YJOOHBIM U OBICTPHIN
croco0 BOCCTAHOBUTH JOCTyNm K cyeTy. lIpuBsizaHHbld TenedOH MOMOXKET, €ClH
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3a0y/ielllb CBOM IUIATEKHBIN Napoib WK 3aiIellb HAa CAlUT C HE3HAKOMOT'O YCTPOUCTBA;

2. MHUcnonw3yii onHopa3oBble mnapoiu. Ilocne mnepexoma Ha YCHICHHYIO
aBTopu3aluio TeOe yke He OyIeT yrpoxkarb ONAacHOCTh Kpa)XXu WM IepexBaTa
IIJIATEKHOTO MapoJIs;

3. BoiGepu cnoxxublil napodb. [IpectynHukam OyJeT He MpOCTO yrajaaTh CIOKHbIN
naposib. HanexHsle maponu - 3T0 Maposid, KOTOpbIE COAEpkKAT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B €051 CTPOYHBIE U MPOMHUCHBIE OYKBBI, HU(MPHI U HECKOIbKO CHUMBOJIOB,
Takue Kak 3HaK Joiuiapa, (yHTa, BOCKIHMIATeNbHBIN 3HaK U T.1. Hampumep, $tROng!;;

4. He BBOJAHM CBOM JIMYHBIC JaHHBIC HA CaﬁTaX, KOTOPBIM HC JOBCPACIID.

JJIeKTPOHHASA MOYTA
DNEeKTpOHHAs] TOoYTa - 3TO TEXHOJOTUS U MPEAOCTaBIsIEMbIE €0 YCIYIH IO
NEPEChUIKE W TOJIYUYCHHUIO DIJIEKTPOHHBIX COOOIIECHHM, KOTOpBIE pacHpeAcssIioTCs B
KOMITbIOTEPHOU ceTh. OOBIYHO JIEKTPOHHBIM MOYTOBBINA SITUK BBITJISIAUT CJICAYIOITUM
oOpa3zoM: HMs_TOJNB30BATEIA(@UMS_JIOMEHa. Takke KpoMe TMepeayd IpoCTOro
TEKCTa, UMEETCS BO3MOKHOCTh TiepeiaBaTh (haubl.

OcHognble coeemul no 6e3onacnoil pabome ¢ INeKMPOHHOU ROYMOIL:

1. Hago BeIOpaTh MpaBWIIBHBIA MOYTOBBIN CepBHC. B MHTEpHETE €CTh OTPOMHBIN
BbIOOP O€CIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUIlle JOBEPATh TEM, KOTO 3HACIIb U
KTO TNIEPBBIN B PEUTHUHTE;

2. He yka3piBali B JIWYHOM Tmo4YTe JHYHYH uHopManmio. Hampumep, mydie
BBIOpATh "My3bIKaIbHBIN (haHaT@" wim "pok2013" BMecTo "Temal3";

3. Mcnmonp3yi ABYXATAlHYIO aBTOPU3AIIMI0. ITO KOTJIa IMMOMHUMO TapoJisi HYXKHO
BBOJIMUTH KOJI, MPUCHUIaeMbIi 10 SMS;

4. Be1bepu CIIOKHBIN aposib. sl Ka)K10T0 IMOYTOBOTO SIITMKA JTOJKEH OBITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY IapOJib;

5. Eciin ecTh BO3MOYKHOCTH HAaIlMCaTh CAMOMY CBOW JIMYHBIM BOITPOC, UCIIOJIb3YH
3Ty BO3MOHOCTb;

6. Mcnonb3yil HECKOIBKO MOYTOBBIX AIIUKOB. [IepBblii 111 YaCTHOM MEPENUCKHU C
azgpecaTaMu, KOTOPBIM Thl IOBEpSCIIb. DTO AIEKTPOHHBIN aipec HE HaJ0 UCII0JIb30BaTh
IIpU perucTpannu Ha GopyMax u caiTax;

7. He oTkpbIBaii (ailsibl U Ipyrve BIOKEHUS B MUCbMaX, J1a)K€ €CJIM OHU MPUILITH
OT TBOMX Jipy3ei. Jlydllie yToOuHH y HUX, OTIPABIISUIN JIU OHU TeOe 3TU (ailiibl;

8. ITocne okoH4YaHUs PaOOTHI HA TTOYTOBOM CEPBUCE MEPE] 3aKPHITHEM BKJIAJIKHU C
caiiToMm He 3a0y/b HaXXaTh Ha "BeidTu".
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KubepOyiiMHI WM BUPTyaJIbHOE U3/1eBATEIbLCTBO
KubepOymiunar - mpeciieloBaHre COOOIICHUSMH, COJEPKAIIUMU OCKOPOJICHMUS,

arpeccuio, 3alyruBaHKe; XYJIUIAaHCTBO; COLMAIbHOE OOWKOTHPOBAHUE C IMOMOILBIO
Pa3IUYHBIX HHTEPHET-CEPBUCOB.

OcHogHble coeembl no 60pbOe ¢ KUGEpoOYIIUHIOM:

1. He Opocaiics B 00oi. Jlyummuii crioco0: mocoBeTOBaThCA Kak ce0sl BECTH U, €ClU
HET TOTO, K KOMY MOYHO OOpaTUTHCS, TO BHAYalleé YCIMOKOUTHLCA. Ecau Thl HayHENh
OTBEYaTh OCKOPOJECHUSAMHU HAa OCKOPOJICHHUS, TO TOJBKO eIle OOJbIIEe Pa30kKKEIlb
KOH(JIUKT;

2. YnpaBnsii cBoel kubeppenyTranuei;

3. AHOHUMHOCTH B CETH MHHMaA. CyH_IeCTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOHUT 34
AHOHHUMHBIM aKKayHTOM;

4. He cToUT BeCTH XyJIUTaHCKUI 00pa3 BUPTYyalabHOM xu3HU. IHTepHET hukcupyer
BCE TBOM JICUCTBHS M COXPAHAET UX. Y AAIUTh UX OyAET KpailHe 3aTpyAHUTEIbHO;

5. Cobnronail CBOIO BUPTYaIbHYIO YECTh CMOJIOJY;

6. Urnopupyit enuunyHblil HeratuB. OJIHOPAa30BbIe OCKOPOUTEIbHBIE COOOIICHHUS
Jydiie UrHopupoBaTh. OOBIUHO arpeccus MpeKpallaeTcs Ha HadyaabHOU CTauu;

7. ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMH COOOIIECHHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXXHOCTh OJIOKMPOBKH OTHPaBKU COOOLIEHUN C
OTIpEJICIICHHBIX aJIPECOB;

8. Ecom TeI cBumerenp kuOepOysuimHra. TBow neWCTBUS: BBICTYNHUTH IMPOTHUB
IpeciaenoBarensi, I0Ka3aTb €My, 4YTO €ro JEWCTBHs OLIEHUBAKOTCS HEraTUBHO,
NOJIEPKATh JKEPTBY, KOTOPOH HYKHA IICUXOJOTUYECKass TIOMOIIb, COOOUIUTH
B3pPOCJIBIM O (paKTe arpeCCUBHOIO MOBEJICHUS B CETH.

MooniabHblii Tes1edoH

CoBpemeHHbIC cMapThOHBI W IUIAHIIETHI COJEP)KAT B ceOE BIIOJIHE B3POCIbIi
GyHKIMOHAJI, H TeNeph OHU MOT'YT KOHKYpHpPOBaTh CO  CTAIl[MOHAPHBIMHU
KoMmbioTepamMu. OJIHAKO, CPEJICTB 3alIUTHI JUIA MOJOOHBIX YCTPONCTB IOKAa OYEHB
Mayi0. TecTupoBaHHE Y MOUCK YSI3BUMOCTEN B HUX MTPOUCXOJIUT HE TAK HHTEHCUBHO, KaK
st TTIK, To e camoe kacaeTcss 1 MOOUJTbHBIX TTPUITOKEHU.

CoBpemeHHbIE MOOWJIbHBIE Opay3epbl Y€ MPAKTHUYECKU JOTHAIM HACTOJIbHBIE
aHAJIOTH, OJTHAKO pacHIMpeHne (PyHKIIMOHAA BIICYET 32 COOO0W OONBIIYIO CIOKHOCTh U
MEHBIIIYIO 3alUIIEHHOCTb.

,HaJIGKO HC BCC TIIPOMU3BOAMUTCIIM BBIITYCKAIOT O6HOBJ'I€HI/IH, 3aKpPbIBAOIINC
KPUTHYCCKHC YA3BUMOCTHU OJI1 CBOUX YCTpOﬁCTB.
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OcHogHble cosembl 01 0€30nACHOCHU MOOUIbBHO20 meTepona:

Huuero He sBasieTcs no-HacToAleMy OecruiaTHbIM. Byb ocTOpokeH, Beab Korna
Tebe npeiaraloT OecrIaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBIThI KaKHE-TO MJIaTHbIE

yeuyru;

Hymaii, npexnae yeM otnpaBuTh SMS, ¢poro min Buaeo. Thl TOYHO 3HAEIIb, €
OHM OyIyT B KOHEYHOM UTOTE?

Heo6x011Mo 00HOBIISATE ONIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
Hcnonb3yit aHTHBUPYCHBIC MPOTPAMMBI JIISI MOOMIIBHBIX TeJIe(pOHOB;

He 3arpy>1<al‘/’1 MNPpUWIOKCHUA OT HCHU3BCCTHOI'O HMCTOYHHKA, BCAb OHHU MOTIYT
COACPKATb BPpCAOHOCHOC TPOrpaMMHOC O6€CH€‘ICHI/IC;

[Tocie Toro Kak ThI BEIHACIIB C CaiiTa, T BBOJAWII JIMYHYIO HHGOPMAIIHIO, 3aiI1 B
HACTpOWKHU Opay3epa u yaaim cookies;

[lepuoguyecku mpoBepsiii, Kakue IJIATHBIC YCIYyTrd aKTUBHPOBAHBI HA TBOEM
HOMeEpE;

JlaBaii cBOi1 HOMep MOOMIIBHOTO TeedOoHa TOIBKO JIOSM, KOTOPIX Thl 3HACIIb U
KOMY JIOBEpSEIllb;

Bluetooth momken OBITH BBIKITIOUEH, KOTJa Thl UM HE TMOJIb3yenibcs. He 3a0biBaii

MHOT/Ia TPOBEPSTH 3TO.
Online urpsol

CoBpeMeHHbIC OHJIAWH-UTPBI - 3TO KPaCOYHBIC, 3aXBATHIBAIOIINE Pa3BICUYCHHUS,
00BETMHSTONINE COTHH THICSY YETIOBEK 110 BceMy MUpPY. Urpoku HCCenyIoT TaHHBIA UM
MUp, OOMIAIOTCS JAPYT C JIPYrOM, BBHITIOJHSIOT 3aJaHUs, CPAKAIOTCS C MOHCTpaMHU H
MOJIYy4al0T OMBIT. 3a YJOBOJBCTBHE OHHU IUIATAT: MOKYMAIOT IUCK, OIUIAYHUBAIOT
a0OHEMEHT WJIU TPUOOPETAIOT KaKHUe-TO OTIIIHH.

Bce st cpenctBa uAyT Ha MOJJEpPKAHUE U PA3BUTHUE WUIPHI, a TAKKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMBl ABTOPU3AIIMH, BBIMMYCKAIOTCS HOBBIE
natuu (upoBbIC 3aIUIATKU JJIS POTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[OGHI)IX HUrpax CTOHUT OIlIaCaTbCAa HC CTOJIBKO CBOHUX COIICPHHKOB, CKOJIBKO
KpaxXu TBOCI'O I1apOJIsd, HAa KOTOPOM OCHOBaHAa CUCTCMA aBTOPpU3allhuH OOIBIIMHCTBA urp.

OcHoeHble cosembl O 0€30NACHOCMU MB0e20 Uuzpoe6o2o akKkkayuma:

1. Ecnmm apyroit urpok BemeT cebsl IUIOXO WM co37aeT TeOe HENMPHUSATHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB;

2. Tloxanyiics aAMUHHCTPATOpPaM WIPhl HAa IIOXO€ IMOBEACHHE ATOTO HIPOKA,
YKEJIATEJIbHO MPWIOKUTh KaKMe-TO JOKA3aTEJIbCTBA B BUJIE CKPUHOB;

3. He yka3biBail 1nuHyt0 uHGOpMaIUIO B Ipodaiisie urpbl;
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4. YBaxall Ipyrux y4aCTHHKOB I10 UTPE;
5. He ycranaBnuBaii Heo(uIMaibHbIe TATYU U MOJIBI;
6. Mcnionb3yii CIOXKHBIE U pa3HbIE NapoJIy;

7. JJaxke BO BpeMsi UTPBI HE CTOUT OTKJIIOYATh aHTUBUPYC. [Ioka ThI urpaems, TBOU
KOMIIBIOTEp MOT'YT 3apa3uTh.

@OUIIMHT WM KPaKa JUYHBIX JAHHBIX
OOBIYHOM KpaKkel JIeHEeT U IOKYMEHTOB CETOIHS YK€ HHUKOTO HE YAWBHUIIb, HO C
Pa3BUTHEM HUHTEPHET-TEXHOJOTUM 3JIOYMBINUICHHUKH MEPEMECTUIUCh B UHTEPHET, U
MPOJIOJKAIOT 3aHUMATHCS ""MMIOOUMBIM" JIEJIOM.

Tak nosiBuiIach HOBas yrpo3a: HUHTEPHET-MOILIEHHUYECTBA WIN (DUILUHT, IJIaBHAs
[eJIb KOTOPOTO0 COCTOUT B MOJYYEHUH KOH(GUIECHIMATBHBIX JAHHBIX MOJb30BaTeNeH -
JOTMHOB U napoiield. Ha anrnuiickom si3bike phishing untaercs kak ¢umuHr (ot fishing
- pIOHAs JTOBJISA, PAsSWOrd - mapoib).

OcHoBHBIE COBETHI IO 60pHOE C QUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Tl mojio3peBaeIb, 4YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aJIMUHUCTPATOPAM pecypca
00 9TOM KaK MOXHO CKOpE€;

2. I/ICHOHBSYﬁ Oe3omacHbIe B€6-CaﬁTBI, B TOM YHCJIC, MHTCPHCT-MAra3mHOB U
ITOUCKOBBIX CUCTCM,

3. Vcnonb3yit CIOXKHBIE U pa3HbIe Mapoyk. TakuM oOpa3oM, eciid Te0s B3JI0OMaloT,
TO 3JIOYMBITIUICHHUKH TOJTYYaT TOCTYI TOJBKO K OJTHOMY TBOEMY MPOQUITIO B CETH, a HE
KO BCEM;

4. Ecnu T1e0s B3OMalId, TO HEOOXOAUMO MPEIYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE JT00aBIEHBI Y T€OSI B JIPY3bSAX, O TOM, YTO TEOS B3JIIOMAIH M, BO3MOXKHO, OT
TBOETO UMEHU OYJIET pacchlIaThCsl CIaM M CChUIKU Ha (DUITMHTOBBIC CANTHI,

5. YcranoBu HanexHbii napois (PIN) na MoOunbHbI TenedoH;
6. OTKII0YM COXpaHEHHUE Tapoiis B Opaysepe;

7. He oTkpbIBaii (ailyibl U Ipyrve BIOKEHUS B MUCbMaX, J1a)K€ €CJIM OHU MPUIILITN
OT TBOMX Jipy3ei. Jlydllle yTOUHH Y HUX, OTIPABIISUIM JIU OHU TeOe 3TU (ailiibl.

Hudposasi penyranus
[udposas pemyranus - 3TO HETaTHBHAS WU TO3UTHUBHAS WH(OpMAIUsI B CETH O
tebe. Kommpomerupyromass wuHpopmanus, pasMelieHHas B HHTEPHETE, MOXKET
CephE3HBIM 00pa30M OTpa3UThCs HA TBOEU peanibHOM xu3HU. "Ludposas penyrauus" -
3TO TBOUM UMUK, KOTOpbIX (hopMupyetcs u3 uHpopmannu o Tede B UHTEPHETE.

TBOE MECTO KHUTEIbCTBA, y4ueObl, TBO€ (DMHAHCOBOE MOJIOKEHUE, OCOOEHHOCTHU
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XapaKTepa U paccKasbl O OJU3KHUX - BCE 3TO HAKAIIIUBAETCS B CETU.

MHorue mOAPOCTKM JIETKOMBICIEHHO OTHOCATCS K NyOJIMKaUUd JTUYHOU
uHpopmanuu B MHTepHeTe, HE MOHMMAas BO3MOXHBIX MOCIeACTBUU. Thl naxe He
CMOXKeEIIb J0rafaThCsa O TOM, 4To (ororpadus, pa3MmelnieHHas 5 JeT Hazaj, cTaja
MPUYMHOM OTKa3a MPUHATH TeOsl Ha padoTy.

Kommenrtapuu, pasmenienue tBoux ¢otorpaduil U apyrue ACHCTBUS MOTYT He
HCUYE3HYTh XK€ I10CJIE TOr'0, KaK Thl UX YAAIUIIb. Tbl HE 3HACIIb, KTO COXPAHUII ITY
uH(pOpMaIHIO, ITONaia JIU OHA B IOMCKOBBIE CUCTEMBI M COXPAaHUJIACh JIU OHA, a TJIABHOE:
YTO TMOJYMAIOT O TeOEe OKpYyXKarolIMe T/, KOTOpble HAWAYT W YBUAAT 3T0. Halitu
UH(GOPMALIMIO MHOTO JIET CITYCTsI CMOXKET JII000H - KaK U3 A0OPBIX MOOYKACHUM, TaK U
C HAMEPEHHEM MPUYUHUTH Bpea. ITO MOXKET ObITh KTO YTOJHO.

Ocnoenvle cogemul no 3auyume YuPpoeoii penymauuu:
1. [logymaii, nmpexzae yem yTo-TO MyOJUMKOBAaTh W MepenaBarh y ce0d B Ojore uiu B
COIMAJILHOM CETH;
2. B nactpoiikax npoduiisi ycTaHOBU OTPAaHUYECHHSI Ha IPOCMOTP TBOETO MPOQUIIS U €r0
COJIEPKUMOT0, CAENIAN €ro TOJbKO "1ys aApy3eit”;
3. He pa3memnaii 1 He yka3biBail HH(OOPMAIIHIO, KOTOPask MOXKET KOTO-TM00 OCKOPOJISATH
WJIH OOMIKATh.

ABTOpCKO€ NPaBo

CoBpeMeHHBIE IMIKOJBHUKH - aKTHUBHBIE MOJB30BaTENU IU(POBOTO MPOCTPAHCTBA.
OpxHako JaneKo He BCe 3HAIOT, YTO MOIb30BAHNE MHOTUMH BO3MOKHOCTAMHU IIU(DPOBOTO
Mupa TpedyeT coOJII0IeHNs MPaB Ha UHTEIUIEKTYaJIbHYIO0 COOCTBEHHOCTb.
Tepmun "WHTEIUIEKTyalbHAsE COOCTBEHHOCTH" OTHOCHTCS K Pa3JIMYHBIM TBOPESHUSIM
YeJIOBEYECKOr0 yMa, HayMHasi C HOBBIX HM300peTEeHHWH W 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha MPOAYKTHI W YCIYyTH, W 3aKaHYMBas KHUTaMH, (oTorpadusmu,
KUHO(MUIBMaMU U MY3bIKaJIbHBIMU TIPOU3BEICHUSMHU.
ABTOpCKHE MpaBa - 3TO MpaBa Ha MHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTD Ha MIPOU3BECHUS
HayKH, JJUTEPATYPbl U UCKYCCTBA. ABTOPCKHUE MpPaBa BHICTYINAIOT B KAUECTBE rapaHTUH
TOT0, YTO MHTEJUICKTYaJIbHBIN/TBOPUECKUH TPy I aBTOpa HE OyAeT HAIIPACHBIM, 1aCT EMY
CIIpaBeJIMBBIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yJbTaTax CBOEr0 TPyAa, MOJIYIUTh
M3BECTHOCTD U Mpu3HaHue. HUKkTo 6e3 pasperieHus: aBTopa He MOKET BOCIIPOU3BOIUTH
€ro TMPOU3BEACHHUE, PaACIPOCTPaHATh, MYOJIMYHO JIEMOHCTPUPOBATh, TMPOAABATH,
UMIIOPTUPOBATh, MyCKaTh B MPOKAT, MyOJIMYHO MCTIOIHATDH, MOKA3bIBATH/UCIIOIHATH B
a¢upe wim pasmemars B UHTepHETE.
Hcnonp3oBanue "mUpaTcKoro" MPOTPAMMHOTO OOECIEYCHHS] MOXKET TPUBECTH K
MHOTUM pPHUCKaM: OT MOTEPU JAHHBIX K TBOMM AakKKayHTaM 10 OJIOKUPOBKH TBOETO
YCTPOMCTBA, IJIe YCTAaHOBJIEHA HesleralibHas nporpamma. He cTout Takxke 3a0bIBaTh, YTO
CYIIECTBYIOT JIETANIbHBIC W OECIJIaTHBIC MTPOTPaMMBbI, KOTOPHIE MOKHO HAWTH B CETH.
O nopraJie

CeteBH4OK.pd - TBOM TJIABHBIA COBETYHMK B CETH. 37€Ch Thl MOXKEIb y3HATh O
0€30MacHOCTH B CETH TMOHSITHBIM W JOCTYNHBIM SI3bIKOM, a IMPU BO3HUKHOBEHUH
KPUTUYECKON CHUTyallM OOpaTUThCA 3a COBETOM. A TakXe MNPHUHITH YydyacTHE B
KOHKYpCaX U CTaTh CaMbIM IIU(DPOBBIM I'pakIaHUHOM !
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